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Don Rucker, M.D.
National Coordinator
Office of the National Coordinator for 
Health Information Technology
220 C Street, SW, Floor 7
Washington, DC 20001.

Dear Dr.  Rucker, 

Sincerely, 

John C (Jack) Lewin, MD Marsali S. Hancock

177 Park Avenue, Suite 200, San Jose, CA 94113  info@ep3foundation.com
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while at the same time…

via certified shared cloud services

Introduction
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will seriously impede 

emerging innovative approaches.

●

●

●

●

●

●

●

●

●

Comments on the draft 
Trusted Exchange Framework
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Adopt a Flexible 
Framework Approach that 
Permits Innovation

Encourage the Use of 
Trusted Cloud-Based 
Services

use of trusted shared mechanisms delivered as 

certified cloud services

We believe the ONC should 
take the following steps:
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Recognize that consumers and the third-party services that they 
utilize have different needs and requirements than health care 
providers and health plans and other traditional health care 
stakeholders.

 
TEFCA 

requirements actually undermine individual access 

rights
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Afford more privacy and 
security protection for 
Electronic Health Information
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https://www.identityforce.com/blog/2017-data-breaches.
https://www.infosecurity-magazine.com/news/2017-worst-year-ever-for-data-loss/
http://info.idagent.com/blog/63-of-data-breaches-result-from-weak-or-stolen-passwords
https://chiefexecutive.net/almost-90-cyber-attacks-caused-human-error-behavior/
https://teachprivacy.com/privacy-security-training-blog/
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Encourage the Use of 
Technical Policy 
Enforcement Mechanisms
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It is time to adopt a new approach.

Support the appropriate 
exchange of Prescription 
Drug Monitoring Programs 
(PDMPs) by encouraging 
the adoption of technology 
that facilitates the 
enforcement of varying 
policies

Adopt a process where 
multiple organizations or 
consortia are selected to 
function as Recognized 
Coordinating Entities (RCEs)

●

●

●
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(Appendix A)

●

●

●

●

●

●

●

(Appendix B)
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Conclusion
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Yes No

1
Empower

Individuals

  Improve patients ability to coordinate their own care?

  Not limited to what is stored in electronic health records?

  Access Data from different sources (including technologies that   
  individuals use every day)?

  Enable individuals to access and aggregate longitudinal data?

2
Enable Providers 
and Communities

  Improve patient and provider safety?

  Increase efficiency?

  Gather and aggregate comprehensive data from many sources?

  Provide a common method for authenticating trusted health 
  information network participants?

3
Public and 

Population Health

  Provide real-time, quality data collection?

  Deliver real-time actionable data?

  Provide privacy-protected, secure access to comprehensive health 
  information?

4
Open and 

Accessible APIs

  Does it enable open and accessible application programming  
  interfaces (APIs)

  Is it user-focused innovation to make health information more   
  accessible?

  Does it improve electronic health record (EHR) usability?

APPENDIX A
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EP3 FOUNDATION PROOF OF TRUST 

BLOCKCHAIN 
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1. DESIGN CRITERIA FOR NATIONWIDE PERSONAL HEALTH NETWORK

❏ A.  Must have an open, modular and distributed network architecture that is capable of dynamically linking
together and displaying disparate data sources, security and policy enforcement mechanisms, decision 
support and analytic services, messaging tools, user interface modules, and portals. Must support the use of 
modules and services from different vendors that may be based upon different technology platforms, data 
standards and APIs and programmatic interfaces, and hosted in different physical locations by different 
organizations.

❏ B.  Must incorporate shared cloud-based governance and policy enforcement mechanisms capable of
privacy-preserving attribute level cross-organizational security and privacy compliance, commercial rights 
management and access authorization across organizations with disparate technology infrastructure and 
policies, as follows:

❏ i.  Must be capable of supporting end-to-end policy and regulatory compliance enforcement spanning
data ingestion, data transformation, record linking and reconciliation, population analytics, process 
orchestration and access authorization. 

❏ ii.  Must be accredited and/or certified for compliance with diverse regulatory requirements including, at a
minimum, HIPAA, FERPA, GLBA, CFR 42-2 and IRS 6103) by nationally recognized industry collaboratives or 
non-profit governance organizations, and/or have regulatory compliance mechanisms that are FISMA or 
FedRAMP certified for end-to-end privacy and security protection. Such accreditations and/or 
certifications must provide robust assurance to participating organizations and individuals that they can 
safely share data with the network and rely upon it to authorize access to privacy sensitive and regulated 
data and any derived outputs without exposing themselves to undue regulatory compliance liabilities, nor 
allowing data to be diverted or re-used for unauthorized purposes.

❏ iii.  Must allow disparate organizations and individuals to safely share, combine, transform and analyze
privacy sensitive, regulated and proprietary data into comprehensive longitudinal profiles and datasets, 
without risking privacy or security or regulatory compliance of participants. The objective is to enable 
cost-effective support for patient-centered, personalized health, precision health and population analytics 
on a nationwide scale, while ensuring that data cannot be diverted or re-used without authorization, and 
without forcing participants to incur excessive integration, legal or compliance costs.

❏ C.  Must incorporate network-based mechanisms to authenticate users; proof their identities, credentials,
and relationships, verify record matches, and to discover and authorize access to patient records or 
application functionality across disparate systems and organizations, and to do so on demand on a 
nationwide scale. This capability must include the following properties:

❏ (i)  Must support diverse network-based services and mechanisms for authentication, identity proofing,
identity matching, credential verification, cybersecurity surveillance, records retention, disclosure 
management, discovery, consent and authorization. Must be interoperable and extensible with additional 
similar mechanisms via standard interfaces, including OpenID, OAuth, SAML, etc.

❏ (ii)  Must be capable of dynamically combining multiple authentication services, identity providers, identity
matching algorithms and credential verification services when authenticating and authorizing access by a 
user in order to support higher assurance levels, enable convenient and reliable access by a nationwide 
user population, provide fault tolerance, and protect against breaches by fraudulent organizations or 
insiders.

❏ (iii)  Must support the ability to dynamically escalate to stronger authentication and identity or attribute
proofing if risk factors for security breach or inappropriate use are detected, and the ability to create 
audit trails including biometric signatures (such as voice recordings, fingerprints or pictures) that are 
sufficiently strong to support prosecution if fraud or abuse is detected.

❏ (iv)  Must support use of cloud-based, auditable mechanisms to accurately match the identity of the
online users and records across disparate organizations, systems and devices. This must support a 
distributed network of data sources and identity matching algorithms, so as to accommodate different 
and changing identifiers for the same people.

❏ (v)  Must support cloud-based patient consent services that can authorize access and use of patient data
from disparate organizations, applications and devices that have different identity information for the 
patient and/or the online user. 
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❏ (vi)  Must support convenient, on-demand provisioning of new users via email, phone or fax numbers, so that the
network can grow virally based on messages or referrals sent by existing users or based on existing user identity 
databases.

❏ (vii)  Must have the ability to support adoption and use by individual clinicians, patients and researchers using
standard web browsers and mobile apps, without the active support or participation of the provider organizations 
they work for.

❏ D.  Must enable use of cloud-based privacy-preserving mechanisms that allow patient data from disparate sources
to be aggregated, linked and reconciled to support population-scale analysis of comprehensive patient 
longitudinal records from disparate sources and type. This must include:

❏ i)   Support for network-based services capable of translating between different terminologies and record
formats so that disparate clinical, claims, laboratory, prescriptions, genomic, demographic and behavioral and 
other records can be meaningfully compared and analyzed.

❏ ii)  Offer robust protection of patient privacy including the capability of obfuscating/de-identifying and
selectively re-identifying/de-obfuscating source data, as well as segregating or filtering sensitive information 
like mental health records or genomic sequencing data.

❏ iii)  Offer the ability to persistently link security, privacy and other policies to data at the attribute level, so that
specified policies are enforced upon any aggregated datasets or analytic results that derived from source data

2. QUALIFIED NETWORK CRITERIA

The Secretary shall establish an objective, evidence-based, multi-stakeholder process for assessing, certifying and 
rating the performance of vendor products, and enabling services for compliance with Qualified Network Criteria. 
The Secretary shall provide funding for vendor neutral assessment methodologies, rating schemes and certification 
programs, and sponsor proof-of-concept pilots to support incubation and validation of Qualified Network enabling 
technology, and create financial incentives for vendors to develop Qualified Networks and enabling services in a 
competitive marketplace.

Under this Act, a ‘Qualified Network’ is one that is architecturally capable of supporting patient-centered, 
consumer-directed, value-based care, precision health and pre-emptive fraud prevention, and other services 
described in Section 3 of this Act. Specifically, a ‘Qualified Network' must satisfy the following criteria:

❏ A.  Must have an open, modular and distributed network architecture that is capable of dynamically linking
together and displaying disparate data sources, security and policy enforcement mechanisms, authentication and 
identity matching services, decision support and analytic services, messaging tools, user interface modules, mobile 
apps, devices and portals. The network must support the use of modules and services from different vendors that 
may be based upon different technology platforms, data standards and programming interfaces, and hosted in 
different physical locations by different organizations.

❏ B.  Must have open interfaces and licensing terms that allow for data sharing and messaging with users of other
networks and applications, and interoperation with data sources, security services, and software modules from 
other vendors and service providers. This provision is intended to promote open competition, modularity and 
ongoing innovation in technology and business models, not to pursue interoperability through compliance with 
government mandated standards.

❏ C.  Must be capable of conveniently authenticating, proofing and matching the identity, credentials and
attributes of patients, clinicians, staff and caregivers on a nationwide scale. This capability must include the 
following properties:

❏ i.  Support for diverse network-based services and mechanisms for authentication, identity proofing,
identity matching, credential verification, cybersecurity surveillance, consent and authorization 
management.

❏ ii.  Have the ability to dynamically combine multiple authentication services, identity providers, and
credential verification services when authenticating a user in order to support higher assurance levels, 
provide fault tolerance, and protect against breaches by fraudulent organizations or insiders.

❏ iii.  Support convenient, on-demand provisioning of new users via email, phone or fax numbers, so that
the network can grow virally based on messages or referrals from existing users.
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❏ iv.  Must have the ability to support adoption and use by individual patients, caregivers and clinicians
using standard web browsers and messaging clients.

❏ v.  Support online privacy preserving screening of users for fraud risk and criminal backgrounds.

❏ D.  Must be capable of enforcing robust privacy, security, rights management and compliance policies on
all patient information and messages flowing through the network, including:

❏ i.  A way to persistently link enforceable policy requirements to patient data that can be enforced by
independent network services, as opposed to relying solely upon enforcement by the recipient’s 
application or administrative practices.

❏ ii.  Offer secure, privacy preserving shared mechanisms for a patient to access their own records, to
restrict or authorize access by others, and for being notified or reviewing audit logs describing when 
their records are accessed, by whom, and for what purpose.

❏ iii. Offer robust mechanisms for anonymizing, encrypting and obfuscating patient records from
disparate sources so that they can be aggregated into population scale longitudinal records and 
analyzed without jeopardizing privacy, security or rights management.

❏ iv.  Support neutral, privacy-preserving cloud-based shared mechanisms for records retention,
disclosure management, and cybersecurity surveillance.
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info@EP3Foundation.org
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